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sECtioN i

software development & developing a software solution

Answer ALL questions in this section.

 1. A hovercraft company, ScotiaFlow, plans to open routes to transport passengers 
to islands in the Inner and Outer Hebrides within the next six months.  It wants 
customers to be able to reserve and pay for seats using touch screen kiosks located 
at the departure terminals, or online using a specially-developed application.

A software development company is approached to create the program.

(a) A document outlining what ScotiaFlow wants is submitted to the software 
development company.  State the name of this document.

(b) A feasibility study is then undertaken.

 (i) As well as reporting on cost and time issues, describe two other aspects 
of this development that may have been investigated.

 (ii) Describe two ways that ScotiaFlow’s managers could make use of the 
results of the feasibility study.

(c) ScotiaFlow considers the findings and decides to go ahead with the project.  
An operational requirements document (ORD) is produced.

 (i) The ORD contains the functional requirements and data requirements.   
State one other item that may be included.

 (ii) Describe two ways in which this document could protect the software 
development company against additional demands from ScotiaFlow.

(d) A project plan, which includes details of project deadlines, is created to 
manage the development.  State one other element of this plan and explain its 
significance in managing progress.

(e) The software development company makes use of CASE tools.

 State one benefit of using CASE tools.
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sECtioN i (continued)

 2. An interactive touch screen application is developed to enable ScotiaFlow’s 
passengers to book their preferred seats.  Each hovercraft has 40 seats.  A typical 
hovercraft seat layout is shown below:

1 2
5 6
9 10
13 14
17 18
21 22
25 26
29 30
33 34
37 38

3 4
7 8
11 12
15 16
19 20
23 24
27 28
31 32
35 36
39 40

When a booking is made, the following 
information is stored for each seat:

•	 Journey	ID,	eg	TireeOban

•	 Date,	eg	23/05/15

•	 Passenger	ID,	eg	Russ8513

•	 Seat	Number,	eg	11

•	 Ticket	Cost,	eg	£10·50

(a) The application uses a record data structure to store each passenger’s booking 
details.

 (i) Define a suitable record structure for the data to be stored.

 (ii) The system is designed for a maximum of one hundred thousand 
bookings.  Define a variable based on the record structure to store these 
bookings.

(b)	 A	data	file	is	to	be	created	containing	the	Journey	ID,	Passenger	ID	and	Seat	
Number	of	all	passengers	travelling	on	a	particular	date.

 (i) Write an algorithm, using detailed pseudocode, that asks for the date, 
then creates a data file containing this information for these passengers.  
Your answer should refer to the variable defined in (a)(ii).

 (ii) State one example of a run-time error that may occur when creating this 
data file.
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sECtioN i (continued)

 2. (continued)

(c) An excerpt from the application, detailing some of the modules used, is shown 
below.

.

Gets_Seat(seat,passengerdetails)

Confirm_Payment(passengerdetails)

Add_To_Journeyfile(seat,passengerdetails)

.

   Each module has been tested separately and no errors were found.  However, 
when the modules were integrated, errors were identified.

 (i) Give one example of an error that may have caused the program not to 
run.

 (ii) Give one example of an error that may have resulted in incorrect output.

(d) Trace tables	 are	 commonly	 used	 during	 testing	 to	 locate	 errors.	 	 Name	 and	
describe one other method the programming team may use to identify and 
locate errors in the application.

[turn over
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sECtioN i (continued)

 3.	 Visitors	 to	 the	 2015	 Edinburgh	 comic	 convention	 have	 taken	 part	 in	 a	 gaming	
competition	 in	 the	 hope	 of	 qualifying	 for	 the	 event	 in	 New	 York.	 	 In	 order	 to	
qualify, competitors have to score at least 1000 points during a 20-second game 
play.  The event has been very popular with 120,000 people taking part during the 
convention.  The table below shows a sample of some of the competitors’ results.

Competitor 
Number

Competitor Name score
Qualify 
(Y/N)

257 Dino 876 N

1200 Jeanie 1001 Y

12034 Lewis 999 N

15314 Morven 534 N

72912 Richard 1287 Y

110912 Richard 986 N

113452 Will 952 N

(a) The data could be stored as a single 2-D array or a set of four 1-D arrays.  
State two advantages of using a set of four 1-D arrays rather than a single 2-D 
array. 

(b) A binary search could be used to retrieve information about competitors.

 (i) Explain why Competitor Name is unsuitable for a binary search of the 
data as currently stored.

 (ii) State one reason why score is unsuitable for a binary search of the data 
as currently stored.

(c) (i) Write a binary search algorithm, using detailed pseudocode, which asks 
for a competitor’s number and then finds the position of that competitor 
number in the 120,000 competitors.

 (ii) Describe the changes that will need to be made to the algorithm if the 
Competitor	Number	is	changed	to	descending order.
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sECtioN i (continued)

 4. Richard was determined to qualify for the gaming competition at the comic 
convention and practised the game before attending the event.  His scores are 
shown below.

723 867 1089 710 1010 1171 989

The scores are stored in a 1-D array and are to be sorted into descending order.  
Three sorting algorithms are considered.

(a) After the first pass using the bubble sort algorithm, the array will be:

Index 0 1 2 3 4 5 6

867 1089 723 1010 1171 989 710

   Write down the array contents after each of the next two passes.

(b) The selection sort using two lists algorithm makes use of a dummy value.  The 
dummy value to be used in this case is −1.

 The initial state of the two 1-D arrays is shown below.

Index 0 1 2 3 4 5 6

Unsorted 723 867 1089 710 1010 1171 989

Sorted 0 0 0 0 0 0 0

 (i) Copy and complete the following tables to show the state of the lists after 
two passes.

Index 0 1 2 3 4 5 6

Unsorted

Sorted

 (ii) State one reason why a dummy value of −1 was used.

(c) Describe how the simple sort algorithm sorts a list into descending order.

[turn over
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sECtioN i (continued)

 5. An Advanced Higher pupil has created a multi-level game called BritQuest.  The 
game allows you to travel through ancient Britain carrying out a variety of quests.  
To proceed to the next level you must defeat a number of goblins.

  The table below shows the attributes of a goblin at the lowest level.

Attributes

Sprite	Name Victor

Level 1

Power 10

Health 10

Weapons 1

Recovery 1

(a) Describe how an object oriented language could be used to implement an army 
of these goblins for level one.

(b) Goblins at a higher level will have all the attributes of the goblins at a lower 
level.  They will also have additional characteristics and skills.

 Describe an efficient method for creating goblin armies at level two and above.
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sECtioN i (continued)

 5. (continued)

(c) During the game, opponents can score direct hits on goblins.  The algorithm 
for the action is shown below:

1. If opponent.health >=  goblin.health Then

2. Do

3. Set opponent.strike to a random number (between 1 and 100)

4. Set goblin.strike to a random number (between 1 and 100)

5.	 If	opponent.strike	>		goblin.strike	then

6. goblin.health = goblin.health − 3

7.	 Else

8.	 opponent.health	=	opponent.health	−	1

9. End if

10. While goblin.health > 0

11. Else

12. opponent.health = 0

13. goblin.health = goblin.health +2

14. End if 

   A trace table was created for the algorithm, using the initial values

opponent.health = 12

goblin.health = 10

 (i) The table shows the value of the variables at the end of the first three 
passes through the loop.

  Copy and complete the trace table below.

opponent.strike goblin.strike goblin.health opponent.health

70 65

85 34

78 78

 (ii) The initial values, 12 and 10, do not fully test the algorithm.  Using the 
line numbers, state those lines that have not been tested.

 (iii) State one value for opponent.health and one value for goblin.health that 
will ensure these lines are tested.
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sECtioN i (continued)

 6. (a) State two operations that can cause stack errors to occur.

(b) The “undo” feature of a text editor makes use of a stack to store the operations 
that have taken place.

 (i) Describe how a stack operates.

 (ii) Explain why the “undo” feature does not use a queue.

[END OF SECTION I]
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sECtioN ii

Attempt oNE sub-section of section ii

 Part A Artificial intelligence Page 12 Questions 7 to 12
 Part B Computer Architecture Page 22 Questions 13 to 18
 Part C Computer Networking Page 28 Questions 19 to 23

 For the sub-section chosen, attempt all questions.

[turn over
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sECtioN ii

Part A — Artificial intelligence

Answer ALL questions in this section.

 7. The diagram below shows three houses that need to be visited by a mail order 
delivery van which starts and finishes at the depot, D.  Each house must be visited 
only once.  The distance for each of the roads is given on each road.  For example, 
5  is the distance between A and C. 

A
7

8

3
3

5
9

B

C

d

(a) (i) State the meaning of the term constraint when used in problem 
abstraction.

 (ii) Identify two constraints of this problem.

(b) (i) Construct a search tree showing all possible routes that the van driver 
could follow.

 (ii) Mark on your search tree the distance travelled for each route.  Identify 
the two shortest routes.

 (iii) Describe the relationship between the two shortest routes.
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sECtioN ii

Part A — Artificial intelligence (continued)

 8.	 Nim	is	a	strategy	game	played	by	two	people.		In	this	game,	players	may	take	away	
(in turn) any number of tokens, up to 3.  The winner is the player who takes away 
the last token(s) from the pile and scores the number of tokens taken in the last 
move.

	 	 A	game	is	being	played	and	there	are	5	tokens	left.		The	game	tree	below	shows	the	
current	state	of	the	game	with	only	5	tokens	left.		It	shows	a	two	move	look	ahead	
with	Player	1	about	to	take	his	move.

Player	1	takes 1 token

1 token 1 token 1 token2 tokens 2 tokens 2 tokens3 tokens 3 tokens

2 tokens 3 tokens

Remainder 
left in pile

Remainder 
left in pile

Player	2	takes

Score to 
Player	1

3 2 1 2 1 −3 1 −2

(a) Describe the minimax procedure in the context of game playing.

(b) Minimax is suitable for a two player game.  State one other reason why 
minimax	applies	to	Nim.

(c) Both players use the minimax procedure.  Explain how the minimax procedure 
determines	how	many	tokens	Player	1	should	take.

[turn over
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sECtioN ii

Part A — Artificial intelligence (continued)

 9. The diagram below shows some information about breads which has been collected 
for a new cook book.

griddled Mexico
india

fried

tortilla

poppadom

none
flatbread

France

baguette
loaf

bread

flour

water

yeast
bake

Francebrioche
originated_in

has_ingredient

has ingredientsub-class

sub-class

leavened_by

leavened_by

method
method

method

instance

instance

instance instance

originated_in

originated_in

originated_in

(a)	 Name	the	knowledge	representation	notation	being	used.

(b) Frames could also be used to represent this knowledge.

 (i) Explain the term default value and current value when used in frames.

 (ii) Use an example from the knowledge above to illustrate the use of default 
and current values.
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sECtioN ii

Part A — Artificial intelligence (continued)

 9. (continued)

(c)	 When	coded	into	Prolog,	some	of	the	facts	are	written	as:

has_ingredient(bread, flour).

sub-class(flatbread, bread).

instance(poppadom, flatbread).

originated_in(poppadom, india).

method(poppadom, fried).

 (i) Using these predicates, write an inheritance rule that will ensure that any 
subclass will inherit the fact that it has flour as an ingredient.

 (ii) State one benefit of using inheritance rules.

(d)	 A	 Prolog	 list	 structure	 could	 be	 used	 to	 represent	 types	 of	 loaf.	 	 Such	 a	 list	
could be :

[baguette, fruit, brioche, ciabatta, sourdough, granary, oatmeal]

   Explain how this list would be searched to establish whether brioche is a loaf.

[turn over
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sECtioN ii

Part A — Artificial intelligence (continued)

 10. Sythport is a busy commercial shipping port.  There is a large holding area for 
containers as they are stored prior to loading onto a container ship or to being 
uplifted by a lorry for land delivery.  This area is divided into loading bays.

  There are 12 containers stored in three areas within the bay:

1 container 
on the left

6 containers 
in the middle

5	containers 
on the right

This	state	is	denoted	by	<	1,	6,	5	>.
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sECtioN ii

Part A — Artificial intelligence (continued)

 10. (continued)

  The bay manager decides to re-arrange the containers so that there are four 
in each area.  However, there is a technical error in the program used to control 
the automated lifting trucks which move the containers.  They will keep moving 
containers into a destination area until the number in the destination area doubles.  
Containers in each move will only come from one source area and will not empty 
the source area.

  A possible first transition would be to double the number of containers in the right 
hand area by taking them from the middle area.

1 container 
on the left

1 container 
in the middle

10 containers 
on the right

In a symbolic representation of the transition, this move could be represented as 

<	1,	6,	5	>	  < 1, 1, 10 >

(a) The rule

 < L, M, R >  < L, M-R, 2*R >

   describes the transition that doubles the number of containers in the right 
hand area by taking them from the middle area. 

 State the condition that must be true before the move can take place.  Explain 
your reasoning.

[turn over
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sECtioN ii

Part A — Artificial intelligence (continued)

 10. (continued)

(b) Using the notation <L, M, R>, write down the representation of the goal state 
of the re-arrangement.

(c)	 Part	of	the	search	tree	for	the	movement	of	containers	is	shown	below.

A	<1,6,5>

L <2,1,9>J	<4,5,3> K <1,2,9>H	<4,3,5>G	<2,2,8>F <4,6,2>E <4,4,4>

B <2,6,4> C	<2,5,5> D <1,1,10>

M <4,4,4> N	<8,2,2> P	<2,6,4>

0

12 12236

3 1 0

6 2 3

 An evaluation function is applied to each node and the score for each node is 

shown in the box at each node.  For example, 0  is the evaluation function 
score for node A.

 (i) Explain how an evaluation function is used in a heuristic search.

 (ii) The best-first algorithm is an example of a heuristic search.

  By carefully detailing the nodes being considered at each stage, explain 
how the best-first algorithm would find a goal state.

 (iii) For this search tree, explain why using the best-first algorithm would not 
be as efficient, in terms of use of processor time, as a depth first search.

(d) Stacking the containers uses the concepts originally designed for a blocks world 
environment.

 The algorithm used for stacking was tested with two stacks of two containers 
as shown below.

Area 1 Area 2

A C

DB

Marks

1

1

3

2
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sECtioN ii

Part A — Artificial intelligence (continued)

 10. (d) (continued)

 The test was to be able to make the single move that places container A on top 
of container C.

 The following actions and states are used in the algorithm:

onground	(X,	N)		 {container	X	is	directly	on	the	ground	in	area	N}

on (X, Y) {container	X	is	directly	on	top	of	container	Y}

clear (X) {there	is	nothing	on	top	of	container	X}

pickup	(X,	N) { the vehicle for moving the containers will pick up 
container	X	from	area	N}

putdown	(X,	Y,	N) { the vehicle for moving the containers will put 
down	container	X	on	top	of	container	Y	in	area	N}

putdown	(X,	0,	N) { the vehicle for moving the containers will put 
down	container	X	on	the	ground	in	area	N}

 (i) Using the above commands, describe the start state of the test move.

 (ii) Write down the algorithm that could be used to carry out the test move.

(e) The automated lifting trucks use a computer vision system.  The outline of a 
stack of containers is:

	 (i)	 Name	 the	 most	 common	 method	 used	 for	 labelling	 the	 edges	 of	 a	
trihedral solid.

 (ii) Copy the shape above into your answer booklet and use the method you 
named in part (i) to label the edges.
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sECtioN ii

Part A — Artificial intelligence (continued)

 11. A rule based system has been written to advise software engineers what form of 
machine learning would be best for a given application.

  (a) The system uses forward chaining.  Describe how forward chaining reaches a 
conclusion.

  (b) Forward chaining systems usually involve the use of conflict resolution 
strategies.

 (i) Explain why conflict resolution strategies may be needed.

 (ii) Explain why backward chaining systems do not have similar situations.

  (c) The structure of a rule in the system may be shown generically as:

IF condition 1 (CF1)

AND	condition	2	(CF2)

AND	condition	3	(CF3)

THEN	

Conclusion (CF conclusion).

 (i) Explain why certainty factors are attached to rules in a rule-based system.

 (ii) Explain why certainty factors may need to be attached to conditions.

 (iii) Explain how the certainty factor for the conclusion is calculated.

  (d) In computer games simulating team sport, learning by analogy may be 
appropriate.

 Describe the process of learning by analogy.
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sECtioN ii

Part A — Artificial intelligence (continued)

 12. In natural language processing, the following sentence passed syntactic analysis:

   He received a red card.

  (a) Show, by using a parse tree, that “He received a red card” is a syntactically 
correct sentence.

  (b) Explain the problem that would be identified by semantic analysis.

[END OF SECTION II PART A]

[turn over for section ii Part B
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sECtioN ii

Part B — Computer Architecture

Answer ALL questions in this section.

 13. The	 Megastar	 PC	 is	 sold	 with	 4	GB	 of	 main	 memory	 and	 a	 processor	 that	 has	
16 KB of Level 1 cache and 2 Mb of Level 2 cache.

  (a) Describe how the processor uses Level 1 and Level 2 cache when executing a 
program.

  (b) Explain why a small amount of cache memory can provide a large 
performance improvement.

  (c) The manufacturer has stated that it will not produce an upgraded version of 
the processor containing a larger cache.  State two technical factors that the 
manufacturer may have considered in coming to this decision.

 14. The	 Megastar	 PC	 includes	 several	 hardware	 design	 features	 that	 will	 improve	
system performance.

(a) One feature included is Memory Interleaving.

 (i) Describe how memory interleaving works.

 (ii) Memory interleaving can be extremely efficient when data is being 
written to memory.

  Explain why memory interleaving is not so efficient when the processor 
is executing a program stored in the memory.

(b) Another feature included is Direct Memory Access (DMA).  This enables large 
quantities of data to be moved between the hard drive and main memory very 
efficiently.

 (i) Describe how DMA works.

 (ii) Explain why DMA improves the efficiency of the system.

(c)	 The	Megastar	PC	is	also	equipped	with	a	PCI-X Bus. This is a superior bus 
compared to the PCI bus supplied on a cheaper computer system available 
from the same manufacturer.

	 (i)	 State	the	purpose	of	the	PCI-X	bus.

 (ii) Describe two	differences	between	a	PCI-X	and	a	PCI	bus.

	 (iii)	 The	 manufacturer	 advises	 users	 of	 the	 Megastar	 PC	 that	 it	 is	 not	
advisable	to	plug	PCI	devices	into	the	PCI-X	bus	even	though	they	are	
compatible	with	the	PCI-X	bus.

	 	 Describe	 a	 negative	 consequence	 of	 connecting	 a	 PCI	 device	 to	 the	
PCI-X	bus.
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sECtioN ii

Part B — Computer Architecture (continued)

 15. The	 design	 of	 the	 processor	 in	 the	 Megastar	 PC	 includes	 several	 performance	
enhancing features.

  (a) The processor is the latest generation of its type yet it is still able to run 
software that was written for the original processor in the family.

 State one way that it is possible for the current processor to be made 
backwards compatible with previous generations. 

  (b) The processor is a CISC design and therefore has a large instruction set 
including many addressing modes.  However, the designers have also included 
some RISC architecture features to improve performance.

 (i) State one RISC feature that may be incorporated in the design of the 
processor.

 (ii) Explain why this feature would lead to performance benefits.

  (c) The processor design includes several pipelines and it is therefore able to 
process instructions in parallel.  The pipelines all have six stages which could 
theoretically lead to a six-fold improvement in performance.

 (i) When processing instructions in parallel, describe a situation that would 
result in one of the pipelines stalling.

 (ii) State two other reasons why the performance improvement will be less 
than six-fold in practice.

 (iii) Describe one technique that can improve the efficiency of executing a 
program when processing instructions in parallel.

  (d) The processor uses predication to improve performance.

 (i) Describe how predication works.

 (ii) Explain why predication can lead to a performance improvement.

 (iii) The processor designers decided to use predication rather than an 
alternative technique of branch prediction.	 	 Prediction	 can	 also	 boost	
processor performance but is less effective than predication.

  Explain why branch prediction does not give such a large performance 
gain as predication.

[turn over
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sECtioN ii

Part B — Computer Architecture (continued)

 16. (a) The following section of an assembly language program will carry out an 
arithmetic	 operation	 on	 a	 value	 stored	 in	 the	 memory	 location	 “Number”.		
The A and X registers in the processor are 1 byte wide.

Line & Label instruction Explanation

1 LDX #2 Load value 2 into the X register

2 LDA	Number
Load the value in memory location 
“Number”	into	the	A	register

3 CMP	#63
Compare the A register with value 
63 (00111111 binary)

4 BPL	TooLarge
If the A register value is greater 
than 63, jump to line labelled 
TooLarge

5	 LoopStart ASL
Shift all bits in the A register left by 
one position and fill the rightmost 
bit with 0

6 DEX Reduce the X register value by 1

7	 BNE	LoopStart
If the result of the previous 
operation is not zero, jump to line 
labelled LoopStart

8 STA Result
Store the value in the A register 
into memory location “Result”

9 LDA #1 Load value 1 into the A register

10 STA Valid
Store the value in the A register 
into memory location “Valid”

11 JMP	Continue Jump	to	the	line	labelled	Continue

12 TooLarge LDA #0 Load value 0 into the A register

13 STA Valid
Store the value in the A register 
into memory location “Valid”

14 Continue HALT End of the program section
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sECtioN ii

Part B — Computer Architecture (continued)

 16. (a) (continued)

 (i) A value of decimal 13 (00001101 binary) has been stored in the memory 
location	“Number”	and	the	value	0	 is	stored	in	the	A	register,	“Result”	
and “Valid” when this program section begins to execute.

	 	 Copy	 the	 following	 trace	 table	 and	 fill	 in	 the	 values	 for	 Line	 Number,	
A, X, “Result” and “Valid” as the program section runs to completion.  
Only complete for lines where a value has changed.

Line Number A X result Valid

1 00000000 2 0 0

2 00001101 2 0 0

5

6

 (ii) State what arithmetic operation this program is performing on the value 
stored	in	“Number”.

 (iii) Explain the purpose of the variable “Valid”.

(b)	 The	ASL	instruction	in	line	5	is	an	example	of	the	implied addressing mode.

 (i) Identify the line number of another instruction using the implied 
addressing mode.

 (ii) State the addressing mode used by the instruction in line 1.

  Two of the registers in the processor are the Instruction Register (IR) and the 
Memory Data Register (MDR). 

(c) State the purpose of the Instruction Register.

(d) State the purpose of the Memory Data Register.

[turn over
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sECtioN ii

Part B — Computer Architecture (continued)

 17. A multi-user operating system requires a number of security features to protect files 
from accidental or deliberate deletion, modification and corruption.   The use of 
file attributes is a means of providing security.

  Some typical attributes of a file are:

Attribute Use

Name The filename

Size File size in bytes

Created File creation time and date

Modified Last time and date when file was changed

Archive Set when a file is created or whenever a file is changed 

User	Permissions Sets various permissions for users or user groups

(a)	 Describe	how	the	User	Permissions	attribute	can	be	used	to	provide	security	
in a multi-user operating system.

(b) Describe how two of the other file attributes listed can be used for security.

(c) The operating system includes software to carry out two types of back-up:

 A full back-up will back-up all files on the system;

  A differential back-up will back-up only files that have been changed or 
created since the last full back-up.

 Explain how the software makes use of the Archive attribute when making full 
and differential backups.
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sECtioN ii

Part B — Computer Architecture (continued)

 18. The operating system of a computer manages memory by using variable partitions 
to store processes.

(a) Describe the technique of variable partitioning of memory.

(b) The operating system uses the best fit algorithm to find a large enough area of 
free memory in which to create a partition.

 Describe two disadvantages of this method compared to using the first fit 
algorithm to find a large enough area of free memory.

The operating system uses round robin scheduling to manage the processes.

(c) Round robin scheduling is one type of pre-emptive scheduling.

 Explain why multi-tasking operating systems use pre-emptive scheduling of 
processes.

(d) The scheduler allocates a time slice to each process in turn.

 Describe the effect that reducing the length of the time slice would have on 
system	performance.			Justify	your	answer.

(e)	 Normally	when	a	process	 is	allocated	a	 time	slice,	 it	will	go	 into	 the	running	
state.

 Explain why a process that is allocated a time slice does not go into the 
running state.

(f) A large database is currently being sorted.  The sort is taking far too long and 
the user decides to halt the process by clicking on the cancel button.

 Explain why an operating system with a multi-level feedback queue will be more 
efficient at stopping this process than an operating system with round robin 
scheduling.

[END OF SECTION II—PART B]

[turn over for section ii Part C
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Part C — Computer Networking

Answer ALL questions in this part.

 19. Saturated Solutions is a biochemical company with a head office in Dundee.  It 
plans to expand to have offices across Europe.

(a) When designing the network for a new office in Geneva, the company chose to 
use hardware which follows international standards.

 (i) Describe two benefits to the company of following international 
standards when planning their network.

 (ii) Describe one reason why the company might benefit from not following 
an international standard.

(b)	 The	company	has	been	advised	to	make	use	of	the	L2TP	tunnelling protocol in 
order to connect their Geneva and Dundee offices.

 (i) Describe two benefits of a tunnelling protocol to the company in this 
situation.

	 (ii)	 State	the	layer	of	the	OSI	Model	at	which	L2TP	operates.

	 (iii)	 State	the	layer	of	the	TCP	Model	at	which	L2TP	operates.

	 (iv)	 Name	an	alternative	tunnelling	protocol	to	L2TP.

 (v) Describe two	advantages	of	L2TP	over	this	alternative	protocol.

 20.	 Networks	 can	 be	 allocated	 IP	 addresses	 using	 either	 the	 class-based	 system	 or	
CIDR.

(a)	 By	referring	to	the	network	address	182.46.96.0/18	explain	how	CIDR	works.

(b)	 Explain	why	effective	use	of	CIDR	is	a	more	efficient	method	of	allocating	IP	
addresses.

(c) (i) Calculate the value of the subnet mask required to split a Class B network 
into 64 equally sized networks.

 (ii) Calculate the maximum number of hosts allowed on each of the 
64 subnets.  Show all your working.
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Part C — Computer Networking  (continued)

 21. Web pages are stored on web servers and transferred to web browsers using 
HTTP.

(a) Describe the stages of communication that allow a web browser to request a 
particular page from a web server.

(b)	 The	use	of	encrypted	HTTP	(HTTPS)	allows	for	web	pages	to	be	transferred	
securely.

	 (i)	 State	a	purpose	of	a	digital	certificate	in	an	HTTPS	transfer.

	 (ii)	 HTTPS	uses	public-key encryption to exchange a conventional encryption 
key.

  Describe how public-key encryption operates.

(c)		 Web	 pages	 can	 contain	 content	 such	 as	 MPEG	 video	 clips	 that	 cannot	 be	
displayed without the user installing a browser plug-in.

	 (i)	 Name	a	browser	plug-in	that	could	be	used	to	view	an	MPEG	video.

 (ii) Write the HTML code that would display the text “Study Guide” as a 
hyperlink to the video stored at the following location.

Web Server:  www.scotvid.com

Video filename:  study.mpeg

(d) Web pages can also include interactive content by including ActiveX 
components.

	 (i)	 Name	an	alternative	technology	to	ActiveX	which	could	be	used	to	add	
interactive content to web pages.

 (ii) Describe two advantages of this alternative technology over ActiveX.

(e) Describe an interface element that might be used on a web page to reduce the 
scope for error	for	visitors	completing	an	online	form.		Justify	your	answer.

[turn over for Question 22 on Page thirty
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Part C — Computer Networking  (continued)

 22.	 LAN	Drovers	Ltd,	a	company	of	networking	specialists,	have	been	called	 in	as	a	
result of a denial of service attack.  They assign a consultant to investigate.

(a)	 Name	a	networking	diagnostic	 tool	 that	 the	consultant	could	use	 to	remotely	
determine if the client’s server can be accessed.

(b) The investigation revealed that the server had been a victim of a SYN Flood 
Attack.

	 (i)	 Describe	the	operation	of	a	SYN	Flood	Attack.

 (ii) Describe two measures that can be taken to defend against this type of 
attack.

(c)  Once the effects of the attack have been resolved, the consultant restores the 
company’s server from its backups.

 The consultant uses all of the following dated backups:

Backup	A—27	March	2015

Backup	B—28	March	2015

Backup	C—29	March	2015

Backup	D—30	March	2015

Backup	E—31	March	2015

 (i) State the type of backup used for Backup A.

	 (ii)	 State	the	type	of	backup	for	Backup	D.		Justify	your	answer.
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Part C — Computer Networking  (continued)

 23.	 The	 Computing	 Department	 of	 Hootenanny	 High	 School	 have	 a	 small	 802.11g	
wireless	 network	 for	 pupils	 to	 configure	 as	 part	 of	 their	 Computer	 Networking	
Unit.

(a)	 One	of	the	tasks	pupils	have	to	complete	is	the	FTP	transfer	of	an	image	file	
from	 one	 computer	 to	 another	 on	 the	 network.	 	 The	 file	 is	 84	 megabytes	 in	
size, including all communication overheads.

 (i) Calculate how long the transfer will take to complete, assuming there will 
be no packet loss in the data transfer.

 (ii) Describe two reasons packets might be lost in wireless data transfer.

(b) In order to protect the network from unauthorised student access, the 
department introduces a username and password login system.

 (i) State three further measures that the department can implement in 
order to secure the wireless network. 

 (ii) Once these security measures are implemented, describe how beta testing 
could be used to ensure they are working correctly.

[END OF SECTION II—PART C]

[END OF QUESTION PAPER]
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