Unit number – Security of ICT Systems 5

LEVEL 5 – Control Organisational ICT Security.

Unit Overview

Review and update and select the security procedures and tools for use ion the organisation.

How can I demonstrate knowledge?

	A competent person will
	Possible sources of evidence

	· Know what types of security procedures are applicable to the organisation.

· Know the types and applications of physical security methods (access control devices)

· Know the types and applications of data protection methods:

· Operational continuity planning (disaster recovery);

· Site or system access criteria for personnel. 

· Know the types of security breaches and their organisational or operational impacts: 
· Unauthorised use of a system without damage to data;

· Unauthorised removal or copying of data or code;

· Damage to or destruction of physical system assets and environment 

· Damage to or destruction of data or code inside or outside the system. 
	Knowledge of the organisations security measures and procedures can be shown through the content of your work-produced evidence, as well as by personal statement and/or answers to questions. 

Records of professional discussion with your assessor may also be provided. 




How can I satisfy the skills and techniques?

	A competent person can
	Possible sources of evidence

	· Review and update security procedures:

· Reviewing the currency and scope of security procedures;

· Developing procedures to meet current and anticipated needs.

· Specify security tools to be used:

· Monitoring systems

· Select appropriate security tools for use:

· Monitoring systems

· Control security risk assessment and compliance with security procedures: 

· Defining requirements for security audits.

· Contribute to organisational security policies.


	Workplace expert witness testimony by someone who has knowledge of your work activities. 

Assessor observation of you carrying out ICT security procedures. 

Documentary evidence recording your actions in carrying out ICT security procedures. 




Summary

To demonstrate your competence you will be required to complete at least 5 Substantial and complex tasks covering the listed skills, and involving ICT security.
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