It was reported that as part of SQA’s recent improvements to IT security
arrangements, there had been significant improvement to the management
of privilege accounts for the network. An important change had been the
reduction in accounts which had administrator-equivalent access to the
network, and only those IT staff with a valid reason were provided with such
access to enable them to perform their roles. The auditor’s view was that
with the work completed to date in restricting access and other security
management controls in place, the risk to SQA was low.
The Committee noted the update and also commented on the significant
improvements that had been made to IT security arrangements within SQA
over the past few years.
Any matters arising would be covered in the course of the agenda.

80/4

QUARTERLY PERFORMANCE REVIEW
The Chief Executive led on presenting the executive summary, confirming that draft
high level measures had been included in response to the request of the Committee.
Still in its early stages, officers would work through refining them further. It was
suggested that it might be useful to include public body benchmarking, to get a feel
for how SQA delivers in comparison.
Receiving updates on those indicators reporting at amber, the Committee was
pleased to note the overall position at green in Quarter 1.
During discussion it was clarified that in order to address the impact of industrial
action in Scottish Colleges, close working arrangements remained in place with the
affected centres to support candidates requiring certification in 2017. It was noted
also that whilst the Employment Engagement index had dropped slightly, there was
no cause for concern.
Corporate Risk Register (CRR)
Accepting the reasons behind the recommendations, the Committee approved the
de-escalation of the following risks to be monitored at directorate level:





14CRR25, relating to the DVSA contract, which had now been extended.
15CRR7, relating to a resolved issue around outstanding debt.
15CRR26, relating to compliance with legal and tax legislation, where procedures
had been put in place to manage the risk.
14CRR13, relating to Apprenticeships in England, the details of which had now
been specified.

The Audit Committee also endorsed the proposals to reduce probability ratings
associated with:




15CRR32, where the risk associated with the appointment of appointees had now
been resolved for 2017.
15CRR30, where it was felt appropriate to reduce scoring in light of the fact that
no further additional requests for activity had been received from the Scottish
Government.
16CRR35, to reflect that SQA continued to deliver to schedule on documentation
to support RNQ.

Audit Committee
2
Minutes of the Audit Committee meeting held on 31 July 2017

Corporate Office
20 November 2017

80/10 SQA AUDIT COMMITTEE ANNUAL REPORT 2016-17
Mr McKay, Convenor of the Audit Committee, presented the Annual Report that
summarised the main activities of the Audit Committee for 2016-17. This report
provided an assurance to the Board of Management that SQA’s governance, risk
management and control environment were satisfactory in 2016-17, and would be
considered by the Board of Management to support its approval of the Annual Report
and Accounts.
Previously these assurances had taken the form of a letter from the Convenor of the
Audit Committee to the Board of Management, and for the first time, took the form of
an annual report, prepared in accordance with the Audit Committee Handbook
guidance.
As Accountable Officer, the Chief Executive confirmed to the Committee that she
was comfortable with the content of the Report.
The Committee endorsed the positive assurances and conclusions of the report,
approving it for remit to the Board of Management in August.

80/11 INFORMATION GOVERNANCE ANNUAL REPORT
Mr Borley presented the report that was provided to the Audit Committee to provide
assurances that information governance was being well managed within SQA. It was
noted that the report covered a fifteen month period, but in order to align all reporting,
in the future it would be based on the April to March planning cycle.
It was explained that the Information Governance team covered all areas of
information governance – data protection, freedom of information, information
security and records management. Mr Borley was pleased to comment on the
positive maturity that was growing across the business in terms of information
governance and how to manage it effectively.
Discussion took place around the General Data Protection Regulations (GDPR) that
would apply across the UK from May 2018 onwards, and it was confirmed that there
would be a focus on delivering training to staff from the autumn and into spring 2018.
This would cover decisions around factoring privacy into SQA contracts, and
ensuring compliancy where large volumes of data about employees, appointees,
candidates etc were processed.
The Committee noted the comprehensive update and commented on the worthy
work being undertaken in this area.
80/12 ANNUAL FRAUD REPORT – 2016-17
In line with SQA’s Anti-Fraud Policy, a fraud report was submitted annually to the
Audit Committee.
Mr Borley presented the current position and the Committee noted that there had
been no instances of fraud identified by internal or external audit, or by monitoring of
internal controls during financial year 2016-17.
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80/13 CORPORATE PARENTING PLAN – ANNUAL PROGRESS REPORT
Ms Cahill presented the report covering SQA’s wide ranging activities in achieving its
commitments and meeting its corporate parenting responsibilities during 2015-17.
The Audit Committee noted the extensive and very significant work that continued to
take place in SQA and commended the enthusiasm of staff.

80/14 ANY OTHER BUSINESS
There was no further business raised.

80/15 DATE OF NEXT MEETING
Monday 20 November 2017, Arrol, Lowden
PAPERS FOR NOTING
PFN 1 Regulatory Update
It was noted that in terms of governance, a report on Regulated Qualification
Activity with respect to SQA Awarding Body should be seen by the Committee
to provide an assurance that regulatory audit actions were being managed.
This was acknowledged by the Convenor.
It was noted that the Qualifications Committee also received updates in its
capacity as the Governing Body for Rest of UK Regulatory Activity, keeping
that activity separate from SQA Accreditation reporting.
PFN 2 Public Service Reform (Scotland) Act 2010 – 2016-17 Report
The Public Services Reform (Scotland) Act 2010 part 3 required public
bodies, including the SQA, to publish certain information as soon as practical
following the end of each financial year.
The Committee noted the information to be published under the Act for the
2016-17 financial year.

PFN 3 SQA Gaelic Language Plan
This paper provided the Committee with an update on SQA’s Gaelic
Language Plan activity, summarising the recent work of SQA in relation to its
Draft Gaelic Language Plan 2015-2020 and provided an outline of the key
commitments under the plan.
The Committee noted the update and that SQA afforded a lot of time and
effort in delivering the Plan.
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