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Embracing AI tools: best practices

Following on from a recent update on the use of generative artificial intelligence (AI) and emerging technologies in SQA, we're highlighting some rules, key tips and guidance for all colleagues.

You may have recently noticed that Microsoft's AI tool Co-Pilot is now embedded into the Edge browser. We also know many of you will have used or at least sampled other platforms such as Chat GPT, Google Gemini and Adobe's AI assistant.

While these AI tools offer some exciting opportunities to enhance various aspects of our work, it is important to ensure that we use them lawfully, ethically and responsibly.

Here are some things to keep in mind when using AI tools.

Privacy and data security

Be mindful of the data and information you input. You should never put sensitive or confidential information into the AI tools. 

Consider these questions:
· Would I post this information in the public domain?
· If compromised or exposed, could this information or data have damaging consequences for SQA, stakeholders or the wider public?

Putting personal information, or other sensitive or confidential data into AI tools could lead to potential data breaches, including breaches of data protection law - so please do not do so.

As it stands, it is not clear how data entered into web-based AI tools is used, stored, or made available to other people. This is why it is best to exercise caution.

Accuracy, bias and ethical considerations

Be cautious and critically evaluate the outputs. Use your own judgement, knowledge and fact checking.

The AI tools are trained on vast datasets, some of which may be inherently biased or inaccurate. Whilst these tools are great at recognising trends and patterns, it is important to remember that they cannot reason or understand context in the way people do, which may lead to outputs that are inaccurate, misleading or biased.

Also, beware of so called ‘hallucinations’ — outputs that appear plausible but are completely fabricated, for example, made-up facts, dates or events that lack any factual basis.

Intellectual property and copyright

Be cautious when using AI tools to ensure you are not infringing on copyright. 

One useful application of AI tools is to ask them to summarise a document for you. If something is in the public domain, such as a report on an organisation’s website, then it is generally safe to ask an AI tool to summarise it. 

If the material is from a book, magazine or other source that you would normally pay to access then it is likely you would be infringing copyright if you asked an AI tool to summarise it so, please exercise caution.

Currently, copyright in the context of AI tools is complex and unclear. AI tools tend to generate content based on existing data, which may include copyrighted material therefore the output should be checked before you use it to ensure it does not impinge on any existing copyrighted material.

More information 

We are committed to helping you navigate these new technologies and will be providing additional guidance soon. There is now an introductory module on using generative AI tools responsibly tools on SQA Academy 

For any questions about generative AI and emerging technologies at SQA, please email ai@sqa.org.uk. 










	
